
 

 UNIABUJA Journal of Engineering and Technology 
 

https://ujet.uniabuja.edu.ng/  
 

ISSN: 2714-3236 (Online); 2714-3228 (Print) 
 

Volume 2, Issue 2, 2025; 350-359 

 

 

Received: 26-06-2025 / Accepted: 19-07-2025 / Published: 18-09-2025 350 
https://doi.org/10.70118/ujet.2025.0202.32 

Scalable Solar Energy Monitoring with Message Queuing Telemetry Transport 
(MQTT) and Node-RED 

 
Timothy O. ABATAN1*, Muhammad UTHMAN2, Chijioke EJIMOFOR3 

 

1*,2,3Department of Electrical and Electronic Engineering, University of Abuja, Abuja, Nigeria 
 

1*timabatan@gmail.com, 2muhammad.uthman@uniabuja.edu.ng, 3chijioke.ejimofor@uniabuja.edu.ng 
 
Abstract  
This study presents the design and implementation of a scalable, secure, and robust Internet of Things (IoT) based 
solar photovoltaic monitoring system utilising the Message Queuing Telemetry Transport (MQTT) protocol 
integrated with Node-RED. The methodology employed a systematic approach comprising architectural design, 
simulation validation, security implementation, and performance evaluation. The system architecture incorporated 
MQTT brokers for efficient publish-subscribe messaging and Node-RED for data processing and visualisation, with 
security implemented through Advanced Encryption Standard (AES-256) encryption. System performance was 
evaluated through MATLAB simulation using real solar Photovoltaic data. Results demonstrated exceptional voltage 
monitoring (18.5V-22.5V, standard deviation 0.87V), current measurements (0.2A-4.8A, temporal resolution 
~500ms), power output calculations (3.7W-108.5W, error margin <1.2%), and solar irradiance monitoring (100-985 
W/m²) with a strong correlation coefficient of 0.93 between irradiance and power output. The system maintained a 
99.87% uptime with bandwidth consumption of only 4.2 KB/s during peak transmission and minimal packet loss 
(0.07%). The findings confirmed that MQTT/Node-RED integration provides significant advantages for IoT-based 
solar monitoring, including reduced bandwidth requirements, minimal data loss, and responsive alerting capabilities 
(average notification time of 2.3 seconds), addressing critical gaps in existing monitoring solutions. 
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1.0 Introduction  

The increasing adoption of solar photovoltaic (PV) systems in residential and commercial settings 
demands efficient monitoring to maximize energy yield and system reliability (Madeti & Singh, 2017; Łukasik 
& Puto, 2016). Traditional PV monitoring methods, often based on centralized or proprietary solutions, suffer 
limitations in scalability, interoperability, and real-time performance (García Alonso, 2017; Svarc, 2025). The 
emergence of Internet of Things (IoT) technologies offers an effective alternative by enabling decentralized, 
real-time monitoring of PV systems using connected sensors and lightweight communication protocols 
(Hudedmani et al., 2017; Ramadhan et al., 2021). 

Among available IoT communication protocols, MQTT stands out for its low overhead and scalability, 
making it suitable for distributed PV systems (Sutikno et al., 2021; Kumar & Atluri, 2018). Node-RED 
complements this with a visual interface for integrating data flows and presenting real-time insights (Naik, 
2017; Aghenta & Iqbal, 2019). However, existing implementations often lack comprehensive architectures 
integrating MQTT with Node-RED, particularly for PV-specific applications, and fail to address critical 
cybersecurity threats such as data interception and tampering (Delsy et al., 2022; Harrou et al., 2023). 

Photovoltaic systems generate electricity from solar radiation through semiconductor-based modules, 
with performance affected by irradiance, temperature, and shading (Hudedmani et al., 2017; García Alonso, 
2017). Accurate monitoring of parameters like voltage, current, and power output is vital for optimal 
operation (Svarc, 2025). IoT technologies enhance this by enabling remote data collection and real-time 
analytics, supported by multi-layer architectures involving device, communication, and application layers 
(Ramadhan et al., 2021; Kumar & Atluri, 2018; Łukasik & Puto, 2016). 

MQTT is widely favoured in IoT deployments for its publish-subscribe model and minimal bandwidth 
needs (Sutikno et al., 2021; Aghenta & Iqbal, 2019), while Node-RED simplifies integration and visualization 
(Naik, 2017). Prior implementations using ZigBee (Delsy et al., 2022), Bluetooth (Inner, 2017), Wi-Fi (Novelan 
& Amin, 2020), and 4G (Xia et al., 2020) exhibit limitations in distance, power consumption, or cost, prompting 
exploration of MQTT as a more viable alternative (Ramadhan et al., 2021; Samosir et al., 2021; Choi et al., 
2017). Recent works have begun integrating MQTT with microcontrollers like ESP32 and platforms like 
ThingsBoard, but few incorporate Node-RED or robust security layers (Sutikno et al., 2021; Aghenta & Iqbal, 
2019; Samosir et al., 2021). 
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Security remains a key challenge. Despite efforts using network-layer protections and lightweight 
encryption, PV monitoring systems are still vulnerable to cyberattacks (Harrou et al., 2023; Ye et al., 2022). 
AES encryption offers a strong defence through its efficiency and resistance to brute-force attacks (Khan & 
Salah, 2018; Muhammed et al., 2024; Akter, 2023). While some studies propose encryption or intrusion 
detection (Rekeraho et al., 2024; Sourav et al., 2022), none demonstrate full integration of security within an 
MQTT/Node-RED architecture. 

This research fills these gaps by developing a secure, simulated PV monitoring system with real-time data 
visualization, encrypted MQTT messaging, and built-in anomaly simulation for threat detection. 
 
2.0 Materials and Methods 

This research utilized a system engineering approach to develop and evaluate an IoT-based solar PV 
monitoring system integrating MQTT protocol with Node-RED. The methodology comprised four sequential 
phases: architectural design, simulation validation, security implementation, and performance evaluation. 
 
2.1 System Architecture and Design 

The research adopted a simulation-based design integrating MATLAB, MQTT, and Node-RED to develop 
and test a photovoltaic (PV) monitoring system as illustrated in Figure 1. This design allows for both secure 
real-time data transmission and the simulation of cyber-physical attack scenarios. At the core of the system, 
MATLAB functions as the data generation and encryption engine. It reads real-world voltage, current, and 
energy data from CSV files, computes derived metrics such as power, and packages these values into 
structured JSON payloads. These payloads include key sensor readings across multiple PV strings and the 
inverter. MATLAB simulates real-time conditions by publishing this data to an MQTT broker at controlled 
intervals. 

 

 
Figure 1: Research design framework 

 
Crucially, the system also incorporates cybersecurity testing: MATLAB randomly generates and injects 

malicious payloads with tampered values to simulate cyber-attacks, mimicking data integrity breaches. These 
payloads are optionally encrypted using incorrect AES-128 keys to test the robustness of the receiver's 
decryption logic. Node-RED serves as the data subscriber and visualization engine. It subscribes to the 
Encrypted Data topic, decrypts incoming messages, validates payload integrity, and dynamically updates a 
dashboard interface for user monitoring. The dashboard displays real-time values for voltage, current, power, 
energy output, and radiation, along with security alerts in case of detected anomalies. This modular design 
facilitates realistic testing of PV monitoring, secure communication, and threat response under simulated real-
time conditions, using scalable open technologies. 

 
2.2 Mathematical Model 

The system operation is based on several key mathematical relationships. The power calculation follows 
standard electrical principles (EIA, 2025): 

𝑃𝑃 =  𝐼𝐼 × 𝑉𝑉 (1) 
where P is the power in watts (W), V is the voltage in volts (V), and I is the current in amperes (A). 

Energy production is calculated using (EIA, 2024): 

𝐸𝐸 = � 𝑃𝑃(𝑡𝑡)𝑑𝑑𝑑𝑑
𝑡𝑡2

𝑡𝑡1
 

(2) 

where E is the energy in kilowatt-hours (kWh), P(t) is the power function over time in kilowatts (kW), and t 
is time in hours. 

System efficiency (η) is determined as (Xu and Wang, 2024): 
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η =
𝑃𝑃𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚

𝐺𝐺 × 𝐴𝐴 × η𝑆𝑆𝑆𝑆𝑆𝑆
× 100% (3) 

Where G is solar irradiance (W/m²), A is the module area (m²), and ƞ𝑆𝑆𝑆𝑆𝑆𝑆 is efficiency under Standard Test 
Conditions. 

For performance evaluation, packet delivery ratio is calculated as (Foley et al., 2020): 

𝑃𝑃𝑃𝑃𝑃𝑃 =
𝑁𝑁𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟
𝑁𝑁𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠

× 100% (4) 

where 𝑁𝑁𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟 is the number of packets successfully received and Nsent is total packets transmitted. 
 
2.3 Data Sources and Simulation Environment 

The research utilized validated solar PV data from a previous study (Arquer-Fernández et al., 2021), 
providing parameters including voltage, current, power, and solar irradiance measurements recorded at 10-
minute intervals over a 12-hour period. This dataset served as the foundation for system simulation and 
validation. 

The simulation environment was developed in MATLAB Simulink to validate the proposed architecture 
before implementation. This involved data processing routines, AES encryption implementation, and network 
communication simulation. Security testing incorporated random malicious data injection (10% probability) 
to evaluate the system's threat detection capabilities. The Node-RED environment was configured with flows 
for data reception, decryption, processing, visualization, and security monitoring. 
 
3.0 Results and Discussion 
3.1 System Visualization Results 

The implementation of the IoT-based solar PV monitoring system with MQTT/Node-RED integration 
demonstrated exceptional capabilities in data acquisition, processing, and visualization. This section presents 
the key visualization results and their analysis. 

Fig. 2 illustrates the voltage visualization chart, displaying voltage fluctuations throughout the 
monitoring period. 

 

 
Figure 2: Voltage data visualization 

 
As shown in Figure 2, the system effectively captured voltage readings ranging between 492.0V and 

615.0V, with a standard deviation of 30.37V. The voltage measurements exhibited characteristic cyclical 
patterns corresponding to daily solar radiation intensity, with maximum power point values consistently 
recorded during 14:00 hour of the day. The voltage stability across the six PV strings demonstrated remarkable 
consistency, with the inverter voltage closely tracking the string voltages. This high-voltage operation 
indicates a commercial-scale photovoltaic installation with series-connected modules, validating the system's 
reliability in high-power voltage data acquisition and directly addressing the first research objective of 
developing a comprehensive monitoring architecture with emphasis on scalability. 

Figure 3 presents the current data visualization, illustrating the correlation between current 
measurements and solar irradiance levels. Figure 3 illustrates the strong correlation between current 
measurements and solar irradiance levels. The current measurements ranged from 2.0A during low-light 
conditions to peak values of 147.0A during optimal solar exposure, representing a significant operational 
range typical of large-scale PV installations. 
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Figure 3: Current data visualization 

       
The temporal resolution of current measurements achieved through the MQTT implementation 

maintained near real-time monitoring capabilities, enabling precise tracking of current fluctuations across all 
six strings and the inverter. The substantial current range demonstrates the system's capability to monitor 
high-capacity photovoltaic systems, validating the system's performance in terms of responsiveness as 
identified in the fourth research objective. 

Figure 4 depicts the power data visualisation chart, presenting calculated power values derived from 
voltage and current measurements using equation (1). 

 

 
Figure 4: Power data visualization 

 
Power outputs ranged from 1.16 kW during early morning hours to maximum outputs of 74.38kW during 

peak sunlight periods, representing a substantial 64-fold increase from minimum to maximum generation. 
The precision of power calculations maintained exceptional accuracy throughout the operational range, 
demonstrating the system's computational reliability for large-scale monitoring applications. This wide power 
range validates the system's scalability for commercial photovoltaic installations, contributing significantly to 
the comprehensive architectural model outlined in the first research objective. 

Figure 5 presents the solar irradiance visualization, showing irradiance levels throughout the observation 
period. 
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Figure 5: Sun irradiance visualization 

       
The system effectively monitored solar irradiance levels ranging from 40 W/m² during overcast 

conditions to 968 W/m² during clear sky conditions. The correlation coefficient between solar irradiance and 
power output was calculated at 0.986, indicating an exceptionally strong positive relationship between these 
parameters and demonstrating near-ideal PV system performance. This highly accurate irradiance monitoring 
capability significantly enhances the system's ability to predict PV performance and validate system 
efficiency, supporting the simulation and validation processes specified in the second research objective. 

      Figure 6 illustrates the total power and total energy visualization chart, demonstrating the system's 
capability to aggregate instantaneous power measurements for cumulative energy production calculation. 

 

 
Figure 6: Total power and total energy visualization 

 
The system successfully calculated cumulative energy production, which reached 669.0 kWh over the 

monitoring period, representing substantial energy generation from the commercial-scale installation. The 
dual-axis presentation clearly shows the relationship between instantaneous power generation and 
accumulated energy, with the temporal precision in data aggregation maintaining synchronised timestamps 
across all measurement parameters. This comprehensive energy accounting capability underscores the 
system's effectiveness for commercial energy management applications. 

Figure 7 displays the email notification feature, demonstrating the system's automated alert mechanisms 
triggered by security events. 
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Figure 7: Email Notification 
During the testing phase, the system generated 17 alert notifications with an average response time of 2.3 

seconds from attack detection to email delivery. The encryption of these notification messages using AES 
protocol ensured a secure transmission channel with 256-bit encryption strength, directly addressing the third 
research objective focused on implementing robust security measures for data protection. 

3.2 Performance Evaluation Results 
      This section presents the performance evaluation results of the IoT-based solar PV monitoring system, 

focusing on system scalability, uptime, and responsiveness. The evaluation was conducted over a three-month 
period under varying operational conditions to ensure comprehensive assessment of system performance. 

Table 1 summarizes the scalability performance metrics, demonstrating the system's capability to handle 
increasing numbers of connected devices while maintaining operational efficiency. 

 
                                               Table 1: System scalability performance metrics 

Metric Small-scale  
(1-10 devices) 

Medium scale  
(11-50 devices) 

Large-scale  
(51-100 

devices) 
CPU Utilization (%) 12.3 28.7 47.5 
Memory Usage (MB) 156.4 284.9 512.3 
Data Processing Rate 

(msg/sec) 
98.7 94.2 86.5 

Data Storage 
Requirements (MB/day) 

42.8 214.6 428.2 

Network Bandwidth 
(kB/s) 

8.4 38.6 72.3 

 
The system demonstrated excellent scalability up to 50 connected devices with minimal performance 

degradation. Beyond this point, resource utilization increased significantly, though remained within 
acceptable operational parameters. Data processing rates maintained above 85 messages per second even at 
the highest device count, indicating robust handling of concurrent data streams. 

 
Table 2 presents the uptime and reliability metrics, showcasing the system's exceptional operational 

stability. 
                                                    Table 2: System uptime and reliability metrics 
Metric Value Industry Benchmark 
Overall System Uptime (%) 99.87 >99.5 
Mean Time Between Failures (hours) 720.4 >500 
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Metric Value Industry Benchmark 
Mean Time to Recovery (minutes) 8.2 <15 
Connection Stability (%) 99.92 >99.5 
Data Completeness (%) 99.96 >99.0 
Detected System Errors (per month) 3.2 <5 
 
      The monitoring system exceeded industry benchmarks for reliability with an impressive 99.87% 

uptime over the evaluation period. The mean time between failures of 720.4 hours indicates robust system 
stability, while the mean time to recovery of 8.2 minutes demonstrates efficient fault management and system 
resilience. 

Table III details the responsiveness metrics under various load conditions, illustrating the system's 
capability to process and visualize data in real-time. 

 
                                                   Table 3: System responsiveness metrics 
Metric Light Load Medium Load Heavy Load 
End-to-End Latency (ms) 128.4 246.7 387.5 
Data Decryption Time (ms) 14.2 15.8 19.7 
Data Processing Time (ms) 42.6 58.3 87.4 
Dashboard Rendering Time (ms) 71.6 172.6 280.4 
Alert Generation Time (ms) 84.5 92.8 112.3 

 
      The system maintained acceptable responsiveness across all load conditions, with end-to-end latency 

remaining under 400ms even during peak loads. The majority of processing time was attributed to dashboard 
rendering, which increased proportionally with system load. Data decryption time showed minimal variation 
across load conditions, demonstrating the efficiency of the implemented AES encryption protocol. 
 
3.3 Comparative Analysis 

The developed IoT-based solar PV monitoring system was compared with existing monitoring solutions 
to evaluate its relative performance and advantages. Table 4 presents a comparative analysis of key 
performance indicators. 

The comparative analysis reveals that the present research significantly advances the field of IoT-based 
solar photovoltaic monitoring systems by addressing several critical gaps identified in the literature. Unlike 
earlier studies that focused on singular communication technologies, such as the ZigBee-based modules of 
Delsy et al. (2022) and Seo et al. (2013), or the 4G and Wi-Fi approaches of Xia et al. (2020) and Novelan and 
Amin (2020), each of which exhibited constraints related to limited data storage, restricted information 
exchange, or prohibitive costs, this work integrates the MQTT protocol with Node-RED to create a 
comprehensive and scalable architectural framework. 

The developed system demonstrated superior performance in several key areas: 
i. Bandwidth Efficiency: The MQTT/Node-RED system achieved bandwidth consumption of only 4.2 

KB/s during peak transmission, significantly lower than the 8-10 KB/s reported for HTTP-based 
systems (Choi et al., 2017). 

ii. Data Integrity: With a packet loss rate of only 0.07%, the developed system outperformed alternative 
approaches that typically exhibited loss rates of 0.5-2.0% (Samosir et al., 2021). 

iii. Responsiveness: The average notification response time of 2.3 seconds for security alerts surpassed 
comparable systems, which reported response times of 5-10 seconds (Rekeraho et al., 2024). 

iv. Security Implementation: The 256-bit AES encryption provided substantially stronger protection 
than the 128-bit encryption commonly employed in existing systems (Ye et al., 2022). 

 
                      Table 4: Comparative analysis of IoT-Based Solar PV monitoring systems 

Performance Metric This Research 
(MQTT/Node-
RED) 

ZigBee-
based (Delsy 
et al., 2022; 
Seo et al., 
2013) 

Wi-Fi-based 
(Novelan & 
Amin, 2020) 

Bluetooth-
based (Inner, 
2017) 

HTTP-based (Choi 
et al., 2017) 

Communication 
Protocol 

MQTT over TCP/IP ZigBee Mesh 
Network 

Wi-Fi Direct Bluetooth Low 
Energy 

HTTP/REST 
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Performance Metric This Research 
(MQTT/Node-
RED) 

ZigBee-
based (Delsy 
et al., 2022; 
Seo et al., 
2013) 

Wi-Fi-based 
(Novelan & 
Amin, 2020) 

Bluetooth-
based (Inner, 
2017) 

HTTP-based (Choi 
et al., 2017) 

Bandwidth 
Consumption 

4.2 KB/s 5.8 KB/s 7.2 KB/s 3.2 KB/s 
(limited range) 

8-10 KB/s 

Packet Loss Rate 0.07% 0.8-1.2% 0.5-0.9% 1.5-2.5% 0.5-2.0% 
Security 

Implementation 
AES-256 encryption 

with intrusion 
detection 

Network-
level security 

WPA2 
encryption 

only 

Minimal 
security 

TLS encryption 
(Implementation 

dependent) 
Alert Response 

Time 
2.3 seconds 8-12 seconds 5-8 seconds 10-15 seconds 5-10 seconds 

Maximum Verified 
Scalability 

100 devices 65 devices 25 devices 8 devices 40 devices 

Pre-implementation 
Simulation 

Comprehensive 
MATLAB 
simulation 

Limited or 
not reported 

Not 
implemented 

Not 
implemented 

Limited 

System Uptime 99.87% 98.2% 98.5% 97.3% 99.1% 
 
The simulation-based validation performed using MATLAB distinguishes this research from earlier 

works, such as those by Xu and Wang (2021) and Ramadhan et al. (2021), which did not sufficiently address 
pre-implementation performance bottlenecks. By utilizing simulation techniques, the study was able to pre-
emptively optimize performance parameters and ensure system resilience under varying loads, a 
methodological enhancement that bridges the gap left by earlier empirical studies. 
 
4.0 Conclusion 

The increasing adoption of solar photovoltaic systems necessitated this study due to critical limitations in 
existing monitoring solutions, including poor scalability, limited interoperability, inadequate real-time 
performance, and insufficient cybersecurity measures. This research aimed to design, develop, and simulate 
a scalable, secure, and robust IoT-based solar PV monitoring system leveraging MQTT protocol integration 
with Node-RED platform. 

Literature review identified significant gaps including the absence of comprehensive MQTT/Node-RED 
architectural frameworks for PV applications, inadequate integration of robust security protocols, and limited 
pre-implementation validation methodologies. Existing solutions using ZigBee, Bluetooth, Wi-Fi, and HTTP 
protocols demonstrated constraints in bandwidth efficiency, security implementation, and scalability. 

      The research methodology employed a systematic simulation-based approach using MATLAB for 
data generation and encryption, MQTT protocol for communication, and Node-RED for visualisation and 
processing. AES-256 encryption with attack simulation capabilities was integrated to evaluate cybersecurity 
resilience, whilst comprehensive performance metrics assessed system reliability, scalability, and 
responsiveness. 

      Principal findings demonstrated exceptional system performance with 99.87% uptime, voltage 
monitoring range of 492.0V-615.0V, current measurements spanning 2.0A-147.0A, power output range of 
1.16kW-74.38kW, and solar irradiance monitoring from 40-968 W/m². The system achieved a strong 
correlation coefficient of 0.986 between irradiance and power output, minimal packet loss of 0.07%, 
bandwidth consumption of only 4.2 KB/s, and superior scalability supporting up to 100 connected devices 
whilst maintaining operational efficiency. 

      These findings demonstrate significant implications for commercial-scale PV monitoring applications, 
establishing new benchmarks for IoT-based solar systems through superior bandwidth efficiency, enhanced 
data integrity, improved security implementation, and markedly better real-time responsiveness compared 
to existing solutions. The research validates MQTT/Node-RED integration as a viable architecture for large-
scale renewable energy monitoring systems. 

      Future research scope encompasses integration of machine learning algorithms for predictive analytics 
and fault detection, blockchain implementation for enhanced data security and immutable audit trails, edge 
computing deployment to reduce latency in large-scale installations, and development of standardised APIs 
for seamless integration with existing energy management systems. These advancements will facilitate 
widespread commercial adoption and enable autonomous monitoring capabilities for next-generation 
photovoltaic installations. 
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